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Darin Andersen

20 Years Hi-Tech and 12 Years Cybersecurity Experience
International Cyber Speaker, Insider Threat, SiOT

Created “Securing our eCity” (2008)
“Securing the Internet of Things Forum” (2012)

CyberTECH — Eco system for 10T + Cyber
CyberHive — Cyber & Big Data Inccubator
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Intersect - Threat Detection & Prevention System
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10T Defined

“Things” have identities
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3 Dimensional Convergence

Connectivity Everywhere
Miniaturization

Sensors
Big Data GPS
Predictive Analytics 2 Defense & Cyber
é Life Sciences

‘1
\",’ Health Sciences

Machine Learning

i’
Informatics '
s

Sports & Active

@ CYBERUNITED




10T by the Numbers

S5.0 trillion market, growing to $9.0 trillion by 2020 (IDC)
50 billion devices connected by 2020 (Cisco)
220 exabytes of data storage by 2015 (ASPIRE)

40% decrease in iOT related costs by 2020 (GE)
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Mobile 10T 2020

/

2011

9 Billion

2020

24 Billion

Connected Devices

Connected Devices

Revenue opportunity for connected devices in vertical sectors

Health

2011

6 Billion

2020

Connected Devices

$69 Billion
&

Automotive

S202 Billion

Consumer electronics

S445 Billion

Utilities

S36 Billion

Revenue Opportunity For
Mobile Network Operators in 2020

12 Billion $ 1 o 2

Connected Devices

Trillion

7x increase on 2011 expected revenues

f Europe
| 78305 Billion

America
$241 Billion |

./‘
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Middle East
Africa ]
$87Billion

Asia Pacific
$447

Latin America Billiory

$92 Billion
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Making Things Smarter

Things

Sensors

Local Area Communications
Local Scanning Devices
Storage & Analytics

User Facing Services

Intelligent Tags
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10T Use (Cases

Continuous firmware/upgrades for vehicles
Asset tracking of goods in transit

Home & industrial building automation
“Smart” infrastructure and consumer goods

Real-time health monitoring diagnosis & drug delivery
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10T Healthcare Use Case

55% growth in health
monitoring in 2013

Up from 22% in 2012
WHY COMPELLING

e Scaled Expertise

* Ongoing Monitoring

* Hospital Prevention
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10T Security Challenges

CRITICAL FACTORS

“Exafloods” of data to protect

Miniaturization and “small” energy requirements
Information “availability” with assured integrity
Confidentiality and privacy

BAD ACTORS

External Attack
Malicious Insider Threat + Impostors
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10T Privacy and Security

Privacy Security

Executing against our promise ? Protecting Sensitive Data ? Adequately protecting data ?

Do customers have choice ? Properly Disposing of In Compliance ?
Customer Data ?

Do customers have visibility and

and ability to order corrections ? High Data Integrity ?

Is data accurate ? In Compliance ? @ CYBERUNITED
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Hacking the iOT

Fraud
IT Sabotage
IP Theft

Tampering
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10T Insider Threat
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How Do We Find Insiders Today

By Accident
After the Fact

Not at All
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Correlate Behavioral + Machine Data
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10T Security Solutions

Lightweight solutions
DEVICE LIFE CYCLE

Secure booting
Access control

Device authentication
Firewalling and IPS
Updates and patches

Al
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Key Principles

Edge to enterprise security

Really means that information is secure
Information is available when needed
Information stays confidential
Accurate, authentic and timely

Layers of embedded processing at various nodes

State of the art: Embedded security in smart
microprocessors and microcontrollers OCYBERUNITED
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What’ s Next

TERNET
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Securing the Internet of Things
2014
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discussion

Darin Andersen
darin@cyberunited.com
M: 619-341-4086
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